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1 Heas u 3aaa4¥ U3yYeHHUS TUCHUILIUHBI

Lenb n3ydeHus TUCHUIUIUHBI — (OPMUPOBAHNE HABBIKOB OpraHu3aluu 6e30macHoi paboThl
HAa TEPCOHALHOM KOMIIBIOTEpE M B KOMIIBIOTEPHOW CETH, YMEHHl MPOTHUBOCTOSTh
WH(OPMAIIMOHHBIM ~ YIpo3aM, BKIJIIOYas TEXHUYECKHE, TEXHOJIOTHYECKUE, TICUXOJIOTHUYECKHUE,
COLIMAJIbHBIE.

3amaun TUCHUTUTAHBL:

- ¢opmHpoBaHHME 3HaHWA B 00JAaCTH POCCHKCKOTO TPABOBOTO  PETYIUPOBAHHUS
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

- BBIpa0OTKA TIPEACTABICHUH O crHoco0ax oOecreueHus] 3alluThl KOMITBIOTEpAa H
NPOTHBOCTOSIHUM METOJIaM COIMATbHON WHKCHEPHH;

- OCBOCHHE IMPOTPaMMHBIX CpEACTB oOecreueHus: HHOOPMAIIMOHHONH O€30MacHOCTH TpU
paboTe Ha MepCOHAILHOM KOMIIBIOTEPE M B KOMITBIOTEPHOM CETH, BKJIFOUYasi (JOPMHUPOBAHUE YMEHHI
apryMEHTHPOBAHHOTO BbIOOpA M CAMOCTOSITEIIbHOW YCTAHOBKU COOTBETCTBYIOIIETO MPOTPAMMHOTO
00eCIICUCHHS

- o0y4yeHHE OCHOBaM KpHUNTOrpaduu Kak 0JTHOTO M3 CPEACTB MIH(PPOBAHUS TAHHBIX.

B ToM unciie BociuTaTenbHbIC 3a/1a4H:

- q)OpMI/IpOBaHI/IC MHPOBO33PCHHUA U CUCTCMbI 0a30BBIX HCHHOCTeﬁ JIMYHOCTH,

- (QopMupoBaHHEe OCHOB MPO(GECCHOHATBHON KyJIbTYphl OOYYalOIIErocss B YCIOBHUSIX
TpaHchopManuu 001acTH MPOHEeCCHOHATLHON JAEATEIIEHOCTH.

2 Mecto aucuumiunabl B crpykrype OIIOII BO

Jucrummaa K.M.06./1B.02.01 «3amuta nHbOpMaIK B KOMITBIOTEPHBIX CETSIX» OTHOCHTCS
K 9aCTH y4eOHOro 1iaHa, GOpMUPYEeMOi yIacCTHUKaMH 00pa30BaTEIbHBIX OTHOIICHUH.

JucuumnnuHa usydaercs Ha 5 kypcee, B 9 u 10 cemecTpax.

JUig n3yd4eHust JUCIUIUIMHBI TpeOyeTcsl: 3HaHUE BO3MOXHOCTEN cepBUCOB ceTH VIHTepHeT.

N3ydyenuro TucHuIUIMHbL «3anmra HHGOPMalud B KOMIIBIOTEPHBIX CETAX» MPEIIIeCTBYET
OCBOCHME TUCHUIUIUH (ITPAKTHUK):

WHdopmanroHHbIe TEXHOJIOTUH B 00pa30BaHUU.

OcBoeHME AMCUMIUIMHBI <«3alurta HHPOpPMAIMM B KOMIIBIOTEPHBIX CETAX» SBISETCS
HE00X0IMMOW OCHOBOH /7151 TOCIEAYIOIIEro U3y4eHHsl JUCIUIUINH (TPAKTHK):

Nupopmanronnas 6e30nacHOCTh B 00pa30BaHUH.

Ob6nacte mnpodeccHOHAIBHOM JAEATENbHOCTH, Ha KOTOPYIO OpPHUEHTHpPYET IUCLMILIMHA
«3amura nHPOPMaIUU B KOMIIBIOTEPHBIX CETSIX», BKIIOYAET:

01 OGpa3zoBanue 1 HayKa (B cepe TOMKOIBHOT0, Ha4albHOI0 00IEro, OCHOBHOTO OOLIEro,
cpenHero  oOmero  oOpa3oBaHus, MNpodecCHOHATBHOTO  OOydYeHHs, MPO(EeCcCCHOHATHEHOTO
o0pa3oBaHus, TOTOJHUTETFHOTO 00pa30BaHus).

B mpouecce u3yueHus AMCUMIUIMHBI CTYACHT TOTOBUTCS K BUAAM IpodeccroHalIbHON
JeSITeIbHOCTH U PEIIeHUI0 MpodeccuoHanbHbIX 3a1a4, npegycMorpeHHbIx @I'OC BO u yuebHbIM
IUTAHOM.

3 TpebGoBanusi K pe3yjbTaTaM OCBOEHHS JUCHHUILINHBI
[Tporecc n3ydeHns AUCIUIUIMHBI HATMIpaBJIeH Ha (POPMHUPOBAHUE CIAEAYIOMINX KOMITCTCHITHI:

Komnerennus B coorBerctun ®I'OC BO

NHauKaTopsl 10CTHKEHUS Oo0pa3oBarte/ibHbIE Pe3yJIbTATHI
KOMIIeTeHIIMH

IIK-11. Cnioco0eH McnoJib30BaTh TeOpeTHYeCKHe U NPAKTHYECKUEe 3HAHUS VISl IOCTAHOBKH
U peleHus UcCeA0BATeIbCKUX 32124 B MPeIMeTHOI 00;1acTH (B COOTBETCTBHUH €
npoduieM nypoBHeM 00y4eHHs) U B 00,1acTH 00pa3oBaHusl.

negarorundecCkasi 1€ATeJIbHOCTb



[1IK-11.1 Ucnons3yer
TEOPETUYECKHE U MPAKTUICCKUE
3HAHUS JISI TOCTAHOBKH U
peIlIeHuUs UCCIIEIOBATEIbCKUX
3aJa4 B [PeIMETHOM 00J1acTH B
COOTBETCTBUU C MPOPHIIeM U
YpOBHEM O0yUYEHUS U B 00JIACTH
o0OpazoBaHusl.

3HATB!

- criocoObl MU} poBaHUS TAHHBIX;

YMETh:

- ONpEeNeNsATh ONTHUMAIBHBIA HA0Op MPOTPaMMHBIX CPEJICTB
it obecriedeHus 6e30macHol paboThl Ha KOMITBIOTEPE;
BJIAJICTh:

- cpencTBamMu obecriedeHusT HHQOPMAIIMOHHOH 0€301acHOCTH|
npu paboTe 3a MEPCOHAJIBHBIM KOMIIBIOTEPOM H B
KOMITBIOTCPHBIX CCTAX.

[1K-11.2 [IpoekTupyer u pemaer
UCCIIEIOBATEIbCKUE 3a/1a41 B
peIMETHOM 00JacTH B
COOTBETCTBUU C IPOPUIIEM H
YpOBHEM OOy4YEHHS U B 00JIaCTH
o0OpazoBaHwUs.

3HATh:

- TIOHATHS, CBSI3aHHBIC C HaY4HOU 00J1aCTBIO
«HpopmanoHHas6€30MaCHOCThY;

- BO3MOKHBIE TEXHUUYECKHE, TEXHOJOTHYECKHE, COLUATbHbIC
yIpo3bl, CBSI3aHHBIE C KOMIIBIOTEPHON TEXHUKOIA;

- Mepbl coOoieHnss MH()OPMAIIMOHHONW O€30MacHOCTH TIpH
paboTeHa KOMIIBIOTEPE;

- BUJIBI MHPOPMALMOHHBIX YTPO3, BOSHUKAIOIIUX MPU PpadboTe]
BKOMITBIOTEPHBIX CETSIX;

- IpOorpaMMHBIE CpeICTBA M cepBUCHl MHTepHeT A
obecrnieueHUAMHPOPMAIIMOHHOM 0€30MaCHOCTH KOMIIBIOTEPA;
- c1ocoObl U(POBAHUS TAHHBIX;

- IpaBOBbIE W  3aKOHOJATENbHBbIE aKThl B  O0JacTy|
obecrieueHUIMHGOPMAITMOHHON 0€30MTaCHOCTH;

YMETh!

- aQpryMEHTUPOBAHO BbIOMpATh U 3(PPEKTUBHO HCIOIH30BAThH
MporpaMMHBIE CPEICTBa Uil obecredeHus HHHOPMalMOHHON
0€30MacCHOCTH KOMITBIOTEPA;

- ONpeNeNsATh ONTUMAIBHBIM HAOOp MPOrpaMMHBIX CPEICTB
misiobecrieueHrs 0e30MmacHoN paboThl Ha KOMITBIOTEPE;
BIIQJICTh:

- cpencTBaMH oOecrnieueHuss HHPOPMaAIMOHHONW 0€30MacHOCTH|
npu paboTe 3a TEPCOHATIBHBIM KOMIBIOTEPOM H B
KOMIIBIOTEPHBIX CETSIX.

ITK-14. Crioco0eH ycTaHABJIMBATH COJlepsKaTeIbHbIe, METO1010THYECKHe H
MMPOBO33peHYeCKHEeCBA3HU NPeIMeTHOH 00/1acTH (B COOTBETCTBMH € NpoduieM U YPOBHEM
00y4eHHUs1) CO CMeKHBIMM HAYYHbIMH 00J1aCTSIMH.

negarorudeckasi 1€eATeJibHOCThb

[1K-14.3 ®opmupyer
MEXIUCLIUIUIMHAPHBIE CBSA3H
UH(POPMATUKHU C TIpeIMeTaMu
€CTECTBEHHOHAYYHOTO IIUKJIA.

3HATh:
- BO3MOJKHBIE TEXHUYECKHE, TEXHOJIOTHUYECKHUE, COLUATIbHbIE
YIPO3bl, CBSI3AHHBIE C KOMITBIOTEPHON TEXHUKOM;

- coco0b! MU(pPOBaHUS JAHHBIX;

- IpUMEHEHNE MU(PPOBAHMS JAHHBIX B PA3TMUHBIX 00JIACTIX
€CTECTBO3HAHMUS,

YMETh:

- apryMEHTHPOBAHO BBIOUPATH U 3(PPEKTUBHO UCIIOIB30BATh
MporpaMMHBIE CPEICTBA JIIsl oOecTieueHust HH()OPMAITMOHHON
0€30I1aCHOCTH KOMITBIOTEPA;

BIIAJICTh:

- cpeAcTBaMM obecreueHust ”HPOPMAILMOHHOM 6€301acHOCTH
npupadboTe 3a NEPCOHATBHBIM KOMIIBIOTEPOM H B
KOMITBIOTEPHBIX CETSX.




4. O0beM TUCHUIJIMHBI U BB Y4e0HO0Ii padoThI

Bun yue6HO# paboTh Beero | demsthiii | JecsaTsiit
4acoB ceMecTp | cemectp
KonrakTHasi padora (Bcero) 80 32 48
Jlexuun 24 24
[IpakTuueckue 56 32 24
CamocrosiTesibHas padora (Bcero) 64 40 24
Buabl npoMeKyTOYHOM aTTecTALMHU
3auer + +
OO0mast TPy10€eMKOCTb Yachl 144 72 12
OO0uast TPy10€eMKOCTDb 3a4eTHbIe e THHUIIbI 4 2 2

5. Copep:xaHue M CUUIIAHBI

51 Copaep:xxanue pa3aejioB JUCHUITHHBI

Pasnen 1. [IpaBoBbie BonmpocChI 3aIIUTHI HHPOPMAINH B KOMIIBIOTEPHBIX CEeTAX:

OOmme Bompocsl HHGOPMAIMOHHON — 0€30MacHOCTH. MeXIyHapOAHbIE CTaHAAPTHI
uHpopManroHHOro oomeHa. [lonsrue napopmanmonHoi yrpo3sl. MHpopmanmonnas 6e30nacHOCTb
B ycinoBusX (yHKUMOHMpoBaHUS B Poccum rnobGanbHbIX ceTedl. Buapl NpPOTHBHUKOB WM
«HapywmuTenei». HopMaTuBHble pYyKOBOZSIIME JOKYMEHTBI, KacaloUIUecs ToCyAapCTBEHHOU
TailHBI, HOPMAaTHUBHO-CIIPAaBOYHBIE TOKYMEHTHI. 3akoH 00 mH(popmanuu. CyaeOHble TpereieHTs U
OTBETCTBEHHOCTb 3a HapylleHue 3akoHa. Konuenuus wuHpopmannoHHoW Oe3zonacHoctu PO.
NudopmannonHas 6€300acHOCTb JIMYHOCTH, OOIIECTBA, TOCYJapCTBa.

Pazgen 2. IlporpammHBble cpeacTBa W cepBHCbl ceTH VHTepHer mo 3amure
uHopmanuu

Bunbsl Bo3MOXKHBIX HapylleHHid uHpopManuoHHoN Oe3zonmacHocTu. HechopmupoBaHHOCTH
UH(POPMALIMOHHOM KYJIbTYpHl IMoJib30BaTeneil. Xakepckue ataku. DoS- u DDoS-araku. CereBoit
MIMAOHAXK (CHU(PPUHT, HIOKEPHI). DKCIIIONUTHI.

[IpyurHbl BO3HUKHOBEHHS HWH(GOPMAIMOHHBIX YIrpo3. AHaJINW3 CHOCOOOB HapyLICHUS
nH(pOpMallMOHHOHN Oe3omacHocTU. Vcnonap30BaHue 3alIUIEHHBIX KOMIIBIOTEPHBIX CUCTEM.

[IporpamMMHBIE W  anmapaTHble CpEJICTBa, CBsA3aHHBIE C  Yrpo3oil  oOecrieueHHs
MH(POPMALIMOHHOM 0€30MacHOCTH.

DoS- u DDoS-araku kak ”HCTPYMEHT OTPaHUYCHHS JOCTYIA K CETEBOMY KOMIBIOTEDY.

KomMruiekcHas 3amiura cereBoro KoMnbpoTepa oT HHGOPMaIMOHHbBIX yrpo3. bpanamaysp kax
anmapaTHoe M NPOTrpaMMHOE CPEJICTBO OrpaHMUYeHMs aocTyna K uHopmauuu. IIporpammubie
CpeCTBa KOMITbIOTEPA MO0 OOHAPYKEHUIO BTOP>KEHHSI U 3aIUTE OT HETO.

Pa3znen 3. [IpakTuyeckue BOMPOCHI Opranu3auuu MHGOPMALNHOHHOI 0€30MACHOCTH B
KOMIIBIOTEPHBIX CeTHX:

[lonatne o BuIax BUPYCOB. AHTHUBHpYCHas 3amuTa KoMmmbloTepa. Kiaccuduxarms
KOMITBIOTEPHBIX ~ BUPYCOB. Kilaccmueckne KOMIBIOTEpHbIE BHUpPYChl. DalIoBble BHPYCHI
MakpoBupycsl. TpositHckne koHu. Pyrkutel. CereBblie yepBu. IIporpammubie cpeacTtBa Juist
o0ecrieyeHns aHTUBUPYCHOMU 3aIlIUThl KOMIIBIOTEpA.

TexHomorun  MOCTpPOEHHS  3alIUIIEHHBIX  HWH(QOpPMAMOHHBIX  CUCTEM.  MecTo
UH(POPMALIMOHHOM 0€30MacCHOCTH HYKOHOMHUYECKUX CUCTEM B HAlIMOHAJIBLHON OE€30MacHOCTH CTPaHBbI.
Pucku u nenHocTs HHPOpMAIUH.



Kpunrorpadguss kak Hayka. Metonbl kpunrtorpaduu. AJTOPUTMBI M CTaHAAPTHI
mudpoBanusi. CHMMETPUYHOE M aCUMMETPUYHOE MU poBaHUEe. DIEKTPOHHAs [U(POBast MOAHUCH.
CoBpeMeHHBIE TEXHOJOrMM ayTeHTH(uKanuu. Bompockl opranuzanmuu HWHGOPMAIMOHHON
Oe3omacHOCTH Tpu padoTe ¢ MHPOPMAIMOHHBIMH pecypcaMud U cepBuUcamMH ceTh VIHTepHeT.
MeToapl TICHMXOJIOTMYECKOTO BO3JEHCTBUS Ha moib3oBatens cetu Hutepuer. CouumanbHas
WHXXEHEepUsl. AHTUBUPYCHBIE MpPOTrpaMMHBIE CPEACTBa O(PHUCHOrO M JOMAIIHEro Ha3HAUYCHUS TS
obecrieuenns mHpopMannoHHOH Oe3omacHocTu. [laponbhas 3ammra. [Iporpammsl mmppoBaHUsS
JaHHBIX.

Pa3nea 4. Ilpo6aembl nHPOPMALMOHHOM 0€30IIACHOCTH B COBPEMEHHOM 001IecTBe!

Teopuss wmHOpManMOHHONW OE30MACHOCTH ¥ €€ OCHOBHBIE HalpaBJIeHUs. Bemymiue
MOJIOKEHUS TeopuH WHGOPMAIMOHHONH O€30MacHOCTH B 00JMacTH WH(GOPMAIMOHHBIX CHUCTEM.
Mogenu 0e30mMacHOCTH W HMX INpPUMEHEHHe. TakCOHOMHS HapylleHHH WH(POPMAIMOHHON
0€30IaCHOCTH BBIUUCIIUTEIILHOW CHCTEMBI U IIPHYMHBI, 00YCIIaBIMBAIOIIUE X CYIIECTBOBAHUE.

CouuanbHas WHXEHEPUS M €€ METOAbl. DJeKTpoHHas Bamtora. ConuanbHble CETH Kak
uHpopmanmonHas yrpo3a. Jleru u Murepuer. Ilonutuka mHbOpManmoHHON 0OE30MACHOCTH U €€
OpraHu3aIys B JOKAIbHOU CETH.

52. CopepkaHue QU CIUNIMHBI:
10 cemectp. Jlekuuu (24 4.)

Paszjnen 3. IlpakTuyeckue BONPOCHI OpPraHu3auuu MHGpOPMANMOHHOI 0e30IACHOCTH B
KOMIIBIOTEPHBIX ceTsx (12 u.)

Tema 1. UndopmanimonHas 6€30macHOCTh KaK HayKa U IeITeIbHOCTD (2 4.)
[TonsiTre M TPUHIUAIIEI KHPOPMAITMOHHONW O0e30nacHOCTH. OOIIe TEPMUHBI M OTIPEICTICHHS.
Tema 2. Buibl BO3MOXKHBIX HapylleHU nHGOpMaIMOHHOK O6e3omacHocTH (2 4.)

WndopmannonHas yrpo3a. YpOBHM HapylleHHss HHGOPMALMOHHON 0e30MacHOCTH:
anmapaTHbli, IpOrpaMMHBIN, YeIOBEUYECKU (aKTop.

Tema 3. [IpuurHBI BOBHUKHOBEHHUSI HH(POPMAITMOHHBIX YTPO3 U MEPHI 3alIUTHI OT HUX (2 4.)

Nnpopmannonnas yrposa. Buasl uHpopManumoHHbXx yrpo3. CrnocoObl 3amuThl  OT
UH(POPMALIMOHHBIX YIPO3.

Tema 4. BpenonocHoe mporpaMMHOe 0OecrieueHUe U MEphI 3alUThI OT Hero (2 4.)

Bupycel. Yepsu. Ilporpammbl-mimuoHsl. PeknamMHoe mporpamMMmHoe — obOecredeHue.
TposiHCKME KOHU.

Tema 5. ITonsTHE 0 BUJaX BUPYCOB. AHTUBUPYCHAS 3alllUTa KOMIIbloTepa (2 4.)

KomnbroTepHble BHUpyc: omnpeaeneHHe, Npupoaa BO3HUKHOBeHHUs. CrocoObl momaJaHus
BUPYCOB B KOMIIbIOTEpHYIO cucTeMy. Kimaccudukarus BupycoB. CriocoObl 3aIlUThl OT BUPYCOB.

Tema 6. TexHon0rUs NOCTPOSHMS 3ALUTUIIEHHBIX HHPOPMALMOHHBIX cUCTEM (2 4.)

TexHonorus onpenenenus MyTeid opraHu3auy 3aluThl HHPOpMAIMOHHON cuctemMbl. OTOOp
OPOTPaMMHBIX ~ CPEACTB NS OpraHu3alMy  3aliuThl. AyTeHTH(UKAIUU  TOJIb30BaTENIEH.
Pacnpenenenue npaB B ”HPOPMALIMOHHOM CUCTEME.

Paznen 4. IIpoOsiembl MH(OPMANMOHHOW 0€30MMACHOCTH B COBPEMEHHOM 00IIecTBe
(12 u.)

Tema 7. Kpunrorpagus xak Hayka (2 4.)

Kpunrorpadus u ee mecto B odbecrieueHMH MHPOPMAITMOHHONW 0€30MaCHOCTH MPEIIPUATHSL.
CnocoOs1 mudpoBanus qaHHbIX. [IporpamMmsl ams mU@pPoBKY U pacIUPPOBKH JaHHBIX.

Tema 8. Ilcuxonoruueckoe BO3JCHCTBHE Ha MOJIb30BaTENIs Kak I/IH(bOpMaLII/IOHHaH yrposa.



(24.)
CrocoObI IICUXO0IOrAYecKOro Bo3aercTus. CriocoObI 3aIUThI OT BO3AEHCTBHSL.
Tema 9. be3onacHOCTh IEPCOHATIBHBIX TAHHBIX. (2 4.)

HepCOHaJIBHbIG JaHHBIC. HpI/I‘-II/IHBI HCCAHKIIMOHHUPOBAHHOI'0 JOCTyIIa K ICPCOHAJIbHBIM
JaHHBIM. CnocoObl HpOTI/IBO,Hef/’ICTBI/ISI HC3aKOHHOT'O J0CTylna K IICPCOHAIIBHBIM JaHHBIM.
3aKOHOI[aTeJ'IBCTBO B o0JiacTu IEPCOHAIBHBIX JaHHBIX.

Tema 10. Pe3ynpTaTbl HHTEIEKTYaIbHOH JAEATEIILHOCTH U TIPAaBOBOE oOOECIeYeHHe
0€30I1aCHOCTH UX HCIOJIb30BaHus. (2 4.)

NHrennexryanbHsle IpaBa. PacnopsbkeHHe WHTEIUIEKTyalbHbIMM IpaBamMu. IIpaBoBas
3aIUTa UHTEJUIEKTYaJIbHBIX IIPaB.

Tema 11. DnekTpoHHas NOJIKCH U TIPABOBOE OOecIieueHHe 030MacHOCTH MePEUcKH. (2 4.)

Bunbl 25eKTpOHHBIX MOANKCEH M IPHUHLHUIBI UX HCIOJb30BaHUA. YCJIOBMS IMPU3HAHUS
AIIEKTPOHHBIX JOKYMEHTOB. YjaocToBepstoumii 1eHtp. I[lomHoMmouusi QenepanbHbIX OpraHoB
UCTIOJTHUTENILHOW BIACTH B c(hepe UCTIONBb30BAHUS SJICKTPOHHOM MOJIMTHUCH.

Tema 12. Haznaduenue u 3amaun odecriedyeHus] HHPOPMAIIMOHHOW 0€30TIaCHOCTH HAa YPOBHE
rocynapcTsa (2 4.)

l'ocynapcTBeHHass 3amuTa MHGOpMalMU. 3aKOHBI, peryaupymoomme obdecrneueHue
MH(OPMaLlMOHHOM O0€30MacHOCTH Ha YypOBHE rocyaapctBa. OTBETCTBEHHOCTh 3a HapylleHHE
3aKOHOB.

9 cemectp. [lpakTHyeckue (32 u.)

Paznean 1 IlpoGuembl mHGOPMAIIMOHHOW 0€30IMACHOCTH B COBPEMEHHOM O0O0IIEeCTBe
(16 u.)

Tema 1. O01me BOompockl HHGOPMAIIMOHHOM Oe30omacHocTH (2 4.)

Teoperndeckue BOMPOCH  OpraHu3aluu  HMHPOPMAIMOHHOK  Oe3omacHocTH. [lyTm
OpraHu3auu MH(GOPMAMOHHOK 0€30MacHOCTH Ha NmpeAnpusTud. VHpOpMaIMoHHbIE pecypchl 110
MH(OPMaLlMOHHON OE30MaCHOCTH.

Tema 2. MndopMaioHHbIe pecypcehl 0 HHPOPMAMOHHOH Oe3omacHocTH (2 4.)

Nudopmanmonnas 0Oe3o0macHOCT, Kak HaydyHas obOnacte. HampaBnenus oGecniedeHus
nH(}OPMAIIMOHHON 0E30MaCHOCTH B COBPEMEHHBIX YCIOBHSIX.

Tema 3. [IpaBoBbIe BOIIPOCHI, CBSI3aHHBIC ¢ HHPOPMAIIMOHHOM 0€30MacHOCThIO (2 4.)
[IpaBoBoe perynupoBanue B 001acTi HH()OPMALIMOHHONW O€30IaCHOCTH.

3aKOoHBI 0 MPECTYIUIEHUAX B chepe HHPOPMALIMOHHBIX TEXHOJIOTHH.

Tema 4. [IpaBoBbIe BOMPOCHI, CBSI3aHHbBIC ¢ HH()OPMAIIOHHON 0€30MacHOCThIO (2 4.)
Astopckoe nipaBo. [TyTu mokazaTenscTBa aBTOPCTBA.

Tewma 5. UnTemnexTyanbHasi COOCTBEHHOCTb U MEPHI 110 €€ COO0IeHHUIO (2 4.)

WurtennexryanbHas coOCTBEHHOCTh. CIOCOOBI 3alUTHl HHTEIUIEKTYaIbHOW COOCTBEHHOCTH.
JIMIeH3MOHHOE TIPOTPAMMHOE 00eCIICUeHHE.

Tema 6. KOMHBIOTCpHOC MUPATCTBO U 3aKOHOAATCIIbHAA OTBETCTBCHHOCTDL 34 HETO (2 ‘-I.)

KOMHLIOTepHBIe I pPaThI. CnocoObl COBCPLICHUSA KOMITBIOTCPHOT'O MmUupaTrcTBa.
3aKOHO,Z[aTC.HBCTBO P® B oOmactu KOMIIBIOTCPHOT'O IMTUPATCTBA.

Tema 7. HopMaTHBHBIE JOKYMEHTHI, KaCAIOIIMECs TOCYIapCTBEHHOM TaifHbI (2 4.)

l'ocynapcrBenHas TaiiHa. OTBETCTBEHHOCTh 3a pa3MVIAlIEHHE TOCYIApCTBEHHOW TAWHBI.
CocrosiHre 3akoHoaaTenbcTBa PO B 001acTu cCOXpaHEeHUsI TOCYAapCTBEHHOM TaiHbI.

Tema 8. HopMaTHBHBIC TOKYMEHTBI, KaCAIOIIMECS TOCYIapCTBEHHOH TaitHbI (2 4.)
Pemrenns cutyanimoHHBIX 3a/1a4 HAa HapyLIEHUE TOCYAapCTBEHHOW TAHBI.



Pazgen 2. IlporpammHBIe cpeacTBa W cepBHChbl ceTH VHTepHer mo 3amure
unpopmanuu (16 4.)

Tema 9. I[IporpammHbBIe W ammapaTHbIe CPEJICTBA, CBSA3aHHBIC C Yrpo30il oOecreueHHs
nHpopmarmoHHoi 6e3omacHocTH (2 4.)

HecankunoHupoBaHHBIA JOCTYN K ammapaTHbIM CpPEACTBAM KOMIIBIOTEpa U CpeICTBa
OTpaHUYEHUS IOCTYIIA.

Bsmom sxpannoii 3actaku Windows u maposts BIOS. Crioco0bI mipegoTBpatiieH st B3IoMa.

B3nom omnepanuoHHONW cHUCTEMBI TOCpeACTBOM Hocutened wuHpopmamuu. CrnocoOb
3aIUTHIL.

Tema 10. Ilporpammuble W ammapaTHble CpPEACTBa, CBSI3aHHBIE C Yrpo30il oOecreyeHUs
nHpopmanmoHHoi 6e3omacHocTH (2 4.)

USB-nakomurenn Ha wuHpopManmonHas yrpo3a. Orpanundenne pocryna k USB-
HaAKOIIUTEIISIM.

Pasrpanuuenue gocTyna B JIOKANbHBIX CeTAX. B3JIoM y4yeTHBIX 3amuceil moib3oBaTesei
J0KaIbHOH ceTH. CriocoObI MpeIOTBPAIIEHHUS B3JIOMA.

Tema 11. DoS- u DDo0S-ataku kak HHCTpYMEHT OTpaHUYEHHUS JOCTYIa K CETEBOMY PECypCy
(29.)

Texnonorus nposenenus D0S- u DDoS-arak (nepeHanpapieHue Tpaduka, HaBsS3bIBAHUE
JUTMHHOM CETEeBOM MacKH).

Cnoco6nl mipepotBpamienuss DoS- u DDoS-arak. [laccuBHas u akthBHash oOOpoOHa IIpU
3alIUT CepBEpa OT aTakK.

[IporpamMmHBbIe cpencTBa U HHGOPMAIIMOHHBIE pecypchl A oTpaxkenus DoS- u DDoS-artaxk.

Tema 12. KoMruiekcHast 3aIiuTa CETEBOro KOMITbIOTEpa 0T HH(POPMAITMOHHBIX yrpo3 (2 4.)

[IpoGnembl BbIOOpa 3aMIUTHOTO MporpaMmHOro ooOecnedeHus. CaiTel ¢ OecraTHBIM
IPOTPaMMHBIM 00ECTIEYECHHEM 10 3aluTe KoMIbioTepa. O030p MPOrpaMMHBIX CPEICTB JIJIsl 3aIUTHI
00BEKTOB OINEPAIMOHHON CUCTEMBI.

Tema 13. XakepcTBO Kak yrpo3a HHPOPMALMOHHOH 6e30macHoCTH (2 4.)

XaKUHT ¥ aHTUXAKUHT. XaKEePCKUE TEXHOJIOTHU. [IpOTHBOCTOSIHNE XaKepCTBY.

Tema 14. Bpannmaysp Kak ammapaTHOe M MPOTPAMMHOE CPEICTBO OTPAHWYECHHUS JIOCTYIIA
K uHpopmanuu (2 4.)

Bpannmayap (mexcereBoit skpan, firewall) u ero HasHaueHwe. TeXHONOTHS OTpaXKECHUS
aTak OpaHaMay’>poM.

Hacrpoiika BcTpoenHoro 6panamayspa Windows.

XapakTepUCTUKU CHeLUATU3UPOBAHHBIX OpaH/IMay3poB. Kpurepun orbopa
OpaH/aMay’poB JIs MPAKTUYECKOTO UCIOIb30BaHHUS.
Tema 15. ITporpamMMHBIE CpencTBa KOMIIBIOTEpA o OOHapyKEHHIO

HCCAHKINMOHUPOBAHHOTOBTOPKCHUS U 3alIUTC OT BTOPIKCHUSA (2 I-I.)

HpOElKTI/IBHHe CHUCTCMBI 3allIUTBI KOMIIBIOTEpA. Cucremsl KOHTPOJIA HCJIOCTHOCTU HNAaHHBIX.
BopLGa C MOTCHIUAJIbHO OITaCHBIMH MTpOTpaMMaMH.

Tema 16. MtoroBoe TectupoBanue (2 4.)
HtoroBoe TecTupoBaHUE Ha MPOBEPKY CHOPMUPOBAHHOCTH 3HAHUM U YMEHHMH B 00JacTH
TEOPETUKO-TIPAKTHUECKUX OCHOB MH(OPMAIIMOHHON 0€30MacHOCTH.

10 cemectp. IlpakTHyeckue (24 4.)

Pazgen 3. IlpakTnyeckue BONPOCHI OPraHu3aluu UHGOPMALMOHHONI (0e30MacHOCTH B
KOMINBIOTEPHBIX ceTsx (12 4.)

Tema 17. ITonsiTue o BUAax BUPYCOB. AHTUBHpPYCHAs 3al{uTa KoMIpioTepa (2 4.)
KommbroTepHslii BUpyc: onpezeneHue, Npupoja BOSHUKHOBEHHUS.



CrniocoOblI onaianus BUPYCOB B KOMIIBIOTEPHYIO CUCTEMY.

Knaccudukanms Bupyco. CriocoObI 3alIMTHI OT BUPYCOB

Tema 18. AHTUBHpYCHBIE MpOTrpaMMHBIE CpeACTBa OPUCHOIO M JOMAIIHEr0 Ha3HAYCHHS
(24.)

OYHKIMOHAIbHBIE BO3MOKHOCTH aHTUBUPYCHBIX MPOTPAMMHBIX CPE/CTB.

KomMmmbroTepHast pekiiama Kak HHCTPYMEHT 3apa)KEHUSI KOMIIbIOTEPA.

PyTkutsl.

KiaBuaTtypHbie mIMUOHBI (KEHIOTTEpHI).

Tema 19. OnnaitH ”HCTPYMEHTHI JIJIs1 aHTUBHPYCHOM 3anuThl HHGopManuu (2 4.)

OmnnaitH-anTuBHUpyCchl. O030p OHIANH-aHTUBUPYCOB. CIIOCOOBI pabOTHI.

SMS-610KepBl U METOIbI OOPHOBI C HUMH.

Tewma 20. [TaponbHast 3amura (2 4.)

[Taposs Kak CpeACTBO OrpaHUUEHUS I0CTyMa K pecypcy. TpeboBanus K BEIOOpY MapoJis.

XpaHuTenu naposuei.

[IporpamMMmel BoccTaHoBiieHus (B3oMa) naposeid. bpyrdope.

Tewma 21. Ilporpammer mudpoBanus TaHHBIX (2 4.)

IudpoBanre qaHHBIX U €ro Ha3HAYEHHE. AJITOPUTMBI U CTAaHAAPTHI MIHUPPOBAHUSI.

ApxuBupoBaHue (aillioB ¢ MaposiaeM Kak MHCTPYMEHT 3alllUThl OT HECAaHKIMOHUPOBAHHOI'O
JOCTyTA.

Boccranosnenue nanHbix. I'pamMoTHOE ynaneHue MHPOpMaIMK ¢ KOMIIBIOTEpPA.

Tema 22. [TomuTrka HHPOPMALMOHHOW 0E30IIACHOCTH U €€ OPTaHM3alUs B JIOKAIBHOW CETH
(24.)

Hacrtpoiika 06e30macHOCTH TpYyNIoBOH paboTel ¢ WHPOPMALMOHHBIMH pecypcaMu B
JokanbHO# cetu. JIokanpHas moiauTHka 6e30MmacHOCTU. ABTOPU3ALIUSA U €€ 3a/1a4H.

Hacrpoiika ayauta ceTteBbiXx pecypcoB. PaGora ¢ xypHamom Oe30omacHOCTH. 3aiuTa
JIOKaNIbHOM ceTu oT B3noma. CHUGGUHT.

Paznen 4. IIpobGuaembl uHpopMannoOHHON 0€30IIACHOCTH B COBPEMEHHOM 001IecTBe
(12 u.)

Tema 23. Kpunrorpadus u ee MeTos! In(ppoBaHUST HHOOPMAIIHIH.

Kpunrorpadus kak HayyHast 0071acThb.

I'enesuc xkpunrorpaduu. MeTtoas! kpuntorpaduiyeckoil 3amuTsl HHGOpPMaIUH.

[Tporpammel cpencTBa Ut IIUPPOBAHUS JAHHBIX.

Tema 24. ConranbHasi UHXEHEPHS U €€ METOABI (2 4.)

O0630p METOJI0B COLUATBHOMN HHKEHEPUH.

MeToabl 1 METOJTMKU TICUXOJIOTHYECKOT0 BO3/ICHCTBUS Ha JINYHOCTH (YHUBEPCAIbHBIN ceaHC
CBSI3U, COOOIIEHHE O TPOBEPKE TOYTHI, COOOMIEHHE OT MMEHH aJMHUHHUCTPATOpa, KBUTAHIHS O
JIOCTaBKe, 00JMYeHUE U Jp.).

AHTpOTIOTEHHBIE ~ WHCTPYMEHTBHI ~ 3aIIUTBI  OT METOJOB  COIMABHOW  HHXCHEPHH
(mpuBJIeUeHHE K BOINpocaM O€30MacHOCTH, M3y4YeHHE U BHEJIPEHHE HEOOXOAMMBIX METOJOB H
JeMCTBUI /1711 TOBBIIICHUS 3aIIUTHI HH(POPMALIMOHHOTO 00eCIeueHUs).

OOpaTHas couuanbHasi HHKEHEPHUS.

Tema 25. CornmanbHas HHKEHEPHsI U €€ MeTObI (2 4.)

@apMHHT KaK HHCTPYMEHT CKPBITOTO MEpeHanpaBIeHus Ha MOAeNbHbIe caifTbl. DUIMHT U
BUIIMHI KaK HMHCTPYMEHT IOJIy4YeHHs KOH(pHIECHIMAIbHOH HHpopManuu. MOIIEHHUYECTBO B
WNHurepHere.



[IpaBuna moBeneHus mosib3oBateseii B cetu MHTEpHET mpu paboTe ¢ MHGOPMAITMOHHBIMH
pecypcami.
Tema 26. DnexTponHas Bamora (2 4.)

DneKTpoHHass HAMUYHOCTh. O030p MIIaTeXHBIX OHJIAaWH-cucTeM. OmacHOCTH MpH paboTe ¢
3IEKTPOHHOU HATUYHOCTHIO.

[Tpobnemsl 3nekTpoHHO# omaTel. CriocoOsl 3apaboTka B IHTEpHETE.
Tema 27. ConmanbpHble ceTH Kak HHpOpMamonHas yrposa (2 4.)

ConnanbHas ceTh Kak MHCTPYMEHT cOopa mHpopManuu o rpaxnanuHe. MHunuupyemoie u
HE WHHUIMHUPYEMbIE T[0Jb30BaTEIEM Yrpo3bl B COLMAIBHBIX CETAX. Mepbl 3alMThl  OT
MH(OPMALIMOHHBIX YTPO3 B COLIUAIBHON CETH.

Tema 28. ®unbTparus cereBoro KoHTeHTa (2 4.)
KowmmeroTepasie mporpaMmbl  QUIBTpaliii  OT WH(OPMANMOHHBIX yrpo3 HHTepHeTa.
Crioco0b! uibTpanyst TaHHbIX. [[porpaMMbl KOHTEHTHON (DHIIBTPAITUH.

6. IlepeueHb y4uyeOHO-METOAUYECKOTO0 oOOecredyeHUsl VI CAMOCTOAITEJLHOH pPadoThl
00y4yarIuXxcs Mo JTUCHHILINHE (pa3aeny)
6.1 Bonpocel u 3agaHust VI CAMOCTOSTeIbHOI padoThl

JemsToiii cemectp (40 4.)

Pazngen 1. IIpo6Guembl MHPOPMALMOHHOW 0e30MACHOCTH B COBPEMEHHOM O0O0IIeCTBe
(20 u.)

Bupx CPC: *BepinonHenne MHIUBUAYATbHBIX 3a/IaHUN

[ToarotoBka CHUTYalMOHHBIX 3a7a4 MO HH(POPMAIIMOHHON O€30MacHOCTH Ha OCHOBAHUU
CTaTEHCOOTBETCTBYIOLIMX 3aKOHOB U HOPMATUBHBIX akTOB PO.

BosmoxHbIe pa3iens:

Paznen «<ABTOPCKOE ITPABO» 'K PO 4. |V:

Crarps 1255. ABTOpCKHE TTpaBa

Cratps 1256. JlelicTBUE UCKIIOUUTEIHHOIO IIpaBa Ha MPOU3BEIEHUSI HAYKH, JTUTEPaTyphl U
HCKyccTBa Ha Tepputopun Poccuiickoit denepanu

Cratbst 1265. IIpaBo aBTOpCTBa U IPAaBO aBTOpa HA UM

Cratbs 1266. IIpaBo Ha HEMPUKOCHOBEHHOCTh NMPOU3BEICHUS U 3alllUTA MPOU3BEACHUS OT
UCKaKEHUH

Crates 1267. OxpaHa aBTOpPCTBa, UMEHU aBTOPA M HENPUKOCHOBEHHOCTH IPOM3BEICHUS
1ocJIe CMEPTH aBTOpa

Crates 1270. VickmrounTeTbHOE MPABO HA TIPOU3BEICHUE

Cratps 1274. CB0OOAHOE UCHOJIB30BaHUE MPOU3BEACHHS B MHPOPMAIMOHHBIX, HAYYHBIX,
y4eOHBIX WIN KYJIbTYPHBIX LEISAX

Cratps 1286. JIMIEH3MOHHBI JOrOBOP O NPEJOCTABIECHUU IpaBa HCIOJIb30BaHUs
MIPOU3BEICHUS

Cratps 1286.1. OTKpbITast TUIEH3US HA UCIOJIB30BaHUE NTPOU3BEACHNS HAYKH, TUTEPATYPhl
WM UCKYCCTBA

Crartbs 1290. OTBETCTBEHHOCTH 110 JOTOBOPAM, 3aKIIOYAEMbIM aBTOPOM MPOU3BEICHUS
Cratps 1295. Ciy>xeOHOE Tpou3BeIeHHE

Cratps 1296. [IpousBenenus, Co3JaHHbIE MO 3aKa3y
Cratps 1297. IlpousBeneHust, CO3/1aHHBIE PH BBHITOJIHEHUHU paboT M0A0TOBOPY

Cratbst 1299. TexHudeckue cpecTBa 3allUThl aBTOPCKHUX MpaB
Cratps 1301. OTBETCTBEHHOCTH 3a HapyIllIEeHHE UCKIIOUUTEIHHOTO MTpaBa Ha MPOU3BEICHNE



Crartps 1302. OGecnieuenne CcKa 1o JiejlaM O HapyIIeHHH aBTopckux npaB YK PO:
Cratpa 146. HapyiieHre aBTOPCKUX U CMEXKHBIX MPaB

Crarps 147. Hapymienue n300peTaTebCKUX U MaTEHTHBIX MTPaB

KoAIl PO:

Crates 7.12. HapyiieHne aBTOPCKUX M CMEXKHBIX IpaB, H300pPETATEIHCKUX W MATEHTHBIX
npaB @3 PO «OO6 aBTOPCKOM MpaBe U CMEKHBIX MPaBax»:

Cratpst 17. IlpaBo mocTynma K TNpOU3BEACHHSIM H300pa3UTENBHOTO HCKyccTBa. llpaBo
HaCJIEJOBAHMUSI

Cratpst 26. BocnpousBezeHne HpOM3BENCHUS B JMYHBIX LEISIX O€3 coriacusi aBTopa C
BBIIJIATOIN aBTOPCKOT0 BO3HAIPaXKICHUS

Cratpst 39. Mcnonb3oBanue (OHOTPaMMBI, OMYOJMKOBAaHHOH B KOMMEpPYECKHX LENIX, 0e3
COTJIaCHsl MPOU3BOAMUTENS (DOHOTPAMMBI M UCTIOJTHUTEIIS

Cratpst 48. Hapymenue aBTOpPCKMX M CMEXHBIX mpaB. KoHTpadakTHbIE SK3EMILISPbI
IIPOU3BEIEHUS U (POHOTPAMMBbI

Cratbst 49. I'pax1aHCKO-TIPaBOBBIE CIIOCOOBI 3aIIMTHI aBTOPCKOTO MPAaBa U CMEKHBIXIIPAB

Paznen «MHTEJUUIEKTYAJIBHASL COBCTBEHHOCTDb»
I'K PO:

Crates 1246. T'ocynapcTBEHHOE PETyIUpOBaHUE OTHOIIECHUHN B cepe MHTEIICKTyalbHOU
COOCTBEHHOCTHU

YK P®

Cratpst 159.6. MomenHn4ecTBO B chpepe KOMIBIOTEpHOU HHPOPMALTUT

Pazzen «[IPECTYIIJIEHMSA B COEPE KOMITBIOTEPHOM NHOOPMAILIUN» YK PD

Cratpst 272. HenpaBOMEpHBIH JOCTYI K KOMITBIOTEPHOW HHPOPMALIUT

Cratps 273. Co3naHue, UCIIOJIB30BAHKUE U PACIPOCTPAHEHHE BPEIOHOCHBIX KOMIIbIOTEPHBIX
IPOrPaMM.

Crates 274. HapymieHue mnpaBuil SKCIUTyaTalldd CPEACTB XpaHEHUs, 00pabOTKH WIn
nepeaunKOMIbIOTEPHON HHPOpMaLMK U NTHPOPMALTMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETeH

Paznen «I[IPECTYIIJIEHUS ITIPOTUB F'OCY JAPCTBEHHOM BJIACTH»

3axoH P® «O rocynapcTBeHHOMU TaiiHe»

Cratbs 5. Ilepedensb cBeieHUH, COCTABIIAIOIINX TOCYAAPCTBEHHYIO TallHY

Cratpss 16. B3aumHas mnepenaya CBEIEHHI, COCTaBISIIOIIMX TOCYAApCTBEHHYIO TaiiHY,
OpraHaMHUIOCYJapCTBEHHOM BJIACTH, IPEANPUATUAMH, YUPEKACHUAMH U OpraHU3aLUsIMU

Cratps 19. 3amura cBeIeHUH, COCTABIAIOIMUX T'OCYJAapCTBEHHYIO TaliHy, TP W3MEHEHUU
¢GyHKIMI CyObEKTOB IPABOOTHOLIECHHM

Cratps 21. Jlonmyck JOMKHOCTHBIX JIML ¥ TPaXkJ1aH K TOCy1apCTBEHHON TaliHe

Cratbs 21.1. Oco6blil mopsAA0K AOMYyCKa K TOCYAapCTBEHHOM TaiiHe

Crarbs 22. OcHOBaHHUs JJIsl OTKa3a JOHKHOCTHOMY JIMIY WM TPa)XJIaHUHY B JIOMYCKE K
roCyJapCTBEHHOM TailHE

Cratpa 24. OrpanuyeHus mpaB JOJDKHOCTHOTO JIMIA WM TPa)KJaHWHA, JOMYIIEHHBIX WA
paHee10NyCKaBIINXCS K TOCYITapCTBEHHOM TaiiHe

Cratpa 26. OTBETCTBEHHOCTbh 32 HapyIICHUE 3aKOHOJaTenbcTBa Poccuiickon denepanun o
roCyJapCTBEHHOM TailHE

YK P®D:

Cratbs 283. Pa3rnamenue rocy1apcTBEHHOM TailHbI

Cratbs 275. 'ocynapcTBeHHast U3MEHa

Cratba 276. Hlnuonax



KoAIl P®:

Cratea 7.31. Hapymenue mnopsaka BeIECHHS peecTpa KOHTPAKTOB, 3aKJIIOYEHHBIX
3aKa34lKaMH, peecTpa KOHTPAKTOB, COJAEPIKAIIErO CBENEHHUS, COCTABIISIIOIIME TOCYIAapPCTBEHHYIO
TaliHy, peecTpa HeA0OPOCOBECTHBIX MOCTABIIMKOB (MOAPSAYUKOB, UCIIOJIHUTEIICH)

Anroputm pa3pabOTKu 3a1a4u:

1. BsIOparh ¥ U3YYUTH CTATHIO U3 HOPMATUBHOTO AKTA.

2. [IlpoamamusupoBaTh MaTepuaibl CalTOB, Hampumep, http://itsec.ru, wa mnpeamer
HaKa3aHWs 38 HAPYLICHUS B chepe HHPOPMAMOHHOM O€30aCHOCTH.

3. PazpaboTarh CHUTyallMOHHYIO 3aJadyy M TpPHUBECTH €€ peUIeHHEe C YyKa3aHueM
HOPMAaTUBHBIXAKTOB, HAa KOTOPBIE OCYIIECTBIISIACH OMOpa.

IIpumep 3anaum:

I'paxnanuH BaHOB co37a1 aHTUBUPYCHOE IPOIPAaMMHOE CPEJICTBO 1107 HA3BaHUEM «
EFVIv» 3apeructpupoBain Ha Hero csou npasa. 20.09.2017 3Tot rpakjaHuH 3aKIFOUMI JOTOBOP C
kommnanuei «Saransk-1T» u mepenan cBOM MMYIIECTBEHHBIE TpaBa Ha PACIPOCTPAHEHHE CBOETO
IPOTPAMMHOTO TPOYKTa CPOKOM Ha onuH To. [Tocie 3axmoueHus 1oropopa Komnanus «Saransk-
IT» mepenponana st pacupocTpaneHus Bepcuio nporpamMmbl « EFVIv» npyroit kommanun 6e3
BeoMa aBropa. Mmeer 1M MecTO B JaHHOM CHUTyallud HapylleHHe aBTOPCKOIO IpaBa
rpaxnanuHallBanosa?

Pewenue.

Cornacno crareu 1270 T'K P®:

ABTOpY NpOM3BENCHUS WIA HWHOMY NpPaBOOOJIAAATENI0 HPUHAJICKUT HCKIFOUYUTEIHHOE
IIPaBO MCIMOJIb30BaTh MPOMU3BEICHUE B COOTBETCTBUM cO cTaTheil 1229 Hactosmero Konekca B
moboi opMe W MOOBIM HE MPOTUBOPEYANINM 33aKOHY CIIOCOOOM (MCKIIOYUTEILHOE IPaBO Ha

HpOI/IBBeI[eHI/IC), B TOM 4YHCIC CHOCO63.MI/I, YKa3aHHbIMU B IIYHKTC 2 HaCTOHHleﬁ CTaTbu.
HpaBOO6J'Ia,I[aTeJ'II> MOJKCT PaACIIOpsAXKaATbCA UCKIFOUUTCIBHBIM IIPABOM Ha IIPOU3BECACHUC.

2. Hcnonb3oBaHWMEM MPOU3BEACHHS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCA  JIK
COOTBETCTBYIOIIME JCUCTBUS B ILIENSAX W3BJICUCHHUS NMPUOBUIM WU O3 TaKOW IeJH, CUUTAETCA, B
YAaCTHOCTH: PACHpPOCTPAHEHHE NPOU3BEACHUA NYyTEM TMPOJAXKU WIHM HHOIO OTUYXKIAEHHUS €ro
OpUTHHAJA WU SK3EMILISIPOB;

Takum oOpa3om, B JaHHOM Cllyd4ae UMEET MECTO HapyIlIeHHe aBTOPCKOTO MpaBa IrpakIaHNHA
HMBaHona.

Paznen 2. IlporpammHuble cpeactBa M cepBucbl cetn HHTepHer mo 3ammure
uHpopmanuu (20 4.)
Buna CPC: *Beinonnenue WHIUBUYAIbHBIX 3aJaHUN

CXEMA O®OPMIJIEHUA OIIMCAHUA TTPWJIOXHEHUA IS OPI'AHU3ALIMUN
MHOOPMAITMOHHOM BE30ITACHOCTH HA KOMITBIOTEPE

Oo6rmue cenenust (20 6amioB)
HasBanune npumnoxenus:
[TpousBoauTeEnsb:

CaiiT mpon3BOAUTES:

Heo0xo1uMocTh HHCTAISIUY (Ja/HET)

TpeboBanust k omnepanuoHHOM cucTeMe M anmapaTtHbiM pecypcam IIK: OOHOBieHue
(pyuHOE/aBTOMaTHYECKOE)

Tun npunoxenus (6ecriaTHoe, yCIOBHO-OeCIIaTHOE, JMIEH3MOHHOE) DyHKIIMOHAIbHBIE
BO3MOYKHOCTH:

Onwucanue npuioxerus (35 6ays1oB) CKPUHIIOT MPUITOKESHUS

Omnucanue MyHKTOB MEHIO MPHIIOKEHUS


http://itsec.ru/

Hacrpoiika nmpunoxenus (45 6amioB)

Onucanue HACTPOMKH MPHUIIOKEHHSI HA paboTy

Onucanue »HTamoB pabOTHl € MNPWIOKEHHEM IO 00ecrnedeHu0 HHGOPMAIMOHHON
0€e30MacHOCTH Ha KOMITIBIOTEPE

Crnucok NpuJIOKEHUM 1J11 paCCMOTPEHUS:

MeskceTeBbie 2KpaHbI (CO BCTPOSHHBIM U 0€3 BCTPOCHHOTO aHTHUBUPYCA)

AVG

Internet Security

BitDefender

Total Security Norton u ap.

HpOFpaMMBI HpoaKTHBHOﬁ 3aIlUTHI U 3allIUTHI OT ITMOHCKUX MPOTrpaMm

WinPatrol

Ad-Aware

SUPER

AntiSpyware

Spyware Doctor

AVZ u 1p.

Hecarwlii cemectp (24 4.)

Pa3znen 3. IlpakTuyeckue BONMPOCHI OPraHu3anuu MH(OPMALMOHHOH 0€30MACHOCTH B
KOMIBIOTEPHBIX ceTsx (12 4.)

Bunx CPC: *Beinonnenne HHIUBUYAIbHBIX 3aJaHUN

CXEMA O®OPMIJIEHUA OIIMCAHUA ITPUWJIOXHEHUA U1 OPI'AHU3ALINUN
MHO®OPMAITMOHHOM BE3OITACHOCTH HA KOMITBIOTEPE

O6mrue ceenenus (20 6amioB)
Hasanune npumnoxenus:
[IpousBoauTens:

CaiiT mpou3BOAUTEIS:

Heo0xonuMocTh HHCTANISAIUY (a/HET)

TpeGoBanust K onepanmoHHOW cuctemMe U ammapaTHeiM pecypcam [IK: OOHoBnenue
(pyuHOE/aBTOMaTHYECKOE)

Tun npunoxenus (OecruiaTHoe, YCIOBHO-O€CIIaTHOE, JIMIIEH3MOHHOE) DyHKIIMOHATIbHBIE
BO3MOYKHOCTH:

Onucanue npuioxenns (35 6amnoB) CKPUHILIOT MPUITOKCHUSI

Omnwucanue MyHKTOB MEHIO MTPHJIOKEHHS

Hactpoiika npunoxxenus (45 6anioB)

Onucanue HaCTPOUKU MPUIIOKEHUS Ha paboTy

Omnucadue 5STaroB p8.6OTBI C IIPUIOKCHUEM 110 00eCIIeYeHHIO HH(l)OpMElI.[HOHHOfI
0e30IacHOCTH Ha KOMIIBIOTECPE

CnMCOoK NpUITOKEHUM 11 PACCMOTPEHUS
AHTHBHUPYCHBIE IPOIPAMMBI U YTHIIUTHI
Trojan Remover

McAfee AVERT Stinger

RogueKiller

Trojan Killer

Immunos

Emsisoft Anti-Malware



Remove Fake Antivirus
GMER

AntiSMS

Norman Malware Cleaner
AVG Anti-virus Free Edition
Dr.WEB Curelt!

RegRun Reanimator u ap.

Pa3znen 4. Ilpodsembl MH(OPMALMOHHOH 0€30MACHOCTH B COBPEMEHHOM O00IEeCTBe
(12 u.)

Bux CPC: *IloaroroBka K IpOMEKyTOUYHOH aTTECTAIlUN
[ToBTOpPHUTHE BOMPOCHI, CBSI3aHHBIC C OpraHU3alKei 0e30macHOW pabOThl B KOMITBIOTEPHOU

CETH.

7. TemaTHKa KypcOBbIX padoT (IIPOEKTOB)

KypcoBbie paboTh! (IpOEKTHI) IO AUCLMILIMHE HE IPETYCMOTPEHBI.

8 OueHoYHbIE CpeICTBA

8.1 KommnereHuuu u 3Tanbl GopMUPOBAHUSA
Ne | Onenounsle cpencTa Komnerenmmmu,
/11 3TaIbl UX

dbopmupoBanus

1. [IpenMeTHO-METOAUYECKUN MOTYITh T1IK-11, [1K-14
2. Y4eOHo-Hccae10BaTeIbCKUI MOAYIb T1IK-11, [1K-14

8.2 IMoka3zarTeau u KPHUHTCPHUHA OLICHUBAHUS KOMHeTeHHHﬁ, IIKAJIbl OHCHUBAHUS

[IIkxana, KpUTEpUMN OLICHUBAHUSA U YPOBEHb
c(OPMHPOBAHHOCTU KOMIIETCHIIUU

2 (He 3a4TEHO)
HIDKE
IOPOTOBOT'0

3 (3a4TeHO) MOPOTOBbII

4 (3auTeHo) 0a30BBIi

5 (3auTeHo)
MOBBIILIEHHBIA

ITIK-11 CriocobGeH ucnoyib30BaTh TEOPETUYECKUE U MPAKTHUECKHUE 3HAHUS JUIsl TIOCTAHOBKHU U
pelIeHNs MCCIeI0BaTeNbCKUX 33a4d B NMPEAMETHOI o0nacTu (B COOTBETCTBUU € MpoduiieM u
ypOBHEM 00y4YeHHUsI) U B 00J1acTh 00pa3oBaHUs

ITIK-11.1 HMcnonp3yer TeopeTH4eCKUE M NMPAKTUUECKUE 3HAHUSA Ul MOCTAHOBKH U PELICHUS
UCCIIEIOBATEIbCKUX 33734 B MPEIMETHOW O0JIAaCTH B COOTBETCTBHM C MPO(UIEM M YPOBHEM

o0OyudeHus u B o01actu 00pa3oBaHMUsL.

He criocoben B nenom ycnemso, B nenom ycmemnino, Crioco0€eH B IOJTHOM
HCIIOJb30BAaTh HOOECCHCTEMHO HOC OTJEIbLHBIMH 00BeMe
TEOPETUIECKHE U UCIIONIB3YET HeIoYEeTaMHU HCIIOIL30BaTh
MPAKTUIECKHE TEOPETUYECKHE U UCTIONB3YET TEOPETUYECKHE U
3HAHU S OJI51 HpaKTquCKHe TeOpeTquCKHe nu HpaKTquCKI/Ie
IIOCTAHOBKH N SHAHUA IS HpaKTquCKHe 3HAHUA I
peHIeHI/IH ITIOCTAHOBKH U SHAHUA IS IIOCTAHOBKH U
HCCIEN0BATENHCKUX pelieHus IIOCTAHOBKH U pelieHus
3a/1a4 B MPEJAMETHON | HCCIeI0BaTENbCKUX pelieHus HCCIIEN0BATENLCKUX
obnacTy B 3a]a4 B MPEIMETHON | HCCIEeNOBATENbCKUX | 3a/ad B MPEAMETHOMN




COOTBETCTBUH C
npoduiieM u
YPOBHEMOOYYCHUS U
B o0nactu
oOpa3oBaHusl.

obnactu B
COOTBETCTBUHU C
npoduieM u
YPOBHEMOOYYCHHS U
B 00JaCcTH
oOpa3zoBaHwUsI.

3a/1a4 B [IPEAMETHOU
obrnactu B
COOTBETCTBUHU C
npoduieM u
YpOBHEMOOYUYCHUS U
B o0actu
oOpa3oBaHwUs.

obnactu B
COOTBETCTBUHU C
npoduiieM u
YPOBHEMOOYYCHUS U
B o0Jy1acTu
oOpazoBaHus.

[MIK-11.2 TIpoekTupyeT W pemiaeT HCCIeAOBATEIbCKUE 3aJadyd B MPEAMETHON o01acTu B
COOTBETCTBUU C MPOoduIeM 1 YpoBHEM 00yUEHHUS U B 00J1aCTH 0Opa30BaHMS.

He cniocoben
MIPOEKTUPOBATh U
pemarb
UCCIIEIOBATEIIbCKHE
3a7ja4M B [IPEIMETHOMN
obnactu B
COOTBETCTBUHU C
npoduiieM U ypOBHEM
oOyueHus u B o0nactu
oOpa3oBaHHs.

B nenom ycnemHso, HO
OeccucTeMHO
IPOEKTHPYET U
pelaer
UCCIIEIOBATEIbCKHE
3a/1a4y B IIPEAMETHOU
obJacTtu B
COOTBETCTBUHU C
npoduiieM 1 ypoBHEM
oOydeHus u B o0nactu
o0OpazoBaHus.

B nenom ycneniso, HO
C OTAEJIbHBIMU
HeZ04YeTaMu
IPOEKTUPYET U
pemaer
UCCIIEI0BATEIbCKHUE
3a/1a4 B IPEAMETHOMN
obnactu B
COOTBETCTBUH C
npoduaeM U ypoBHEM
00y4eHust u B 00JaCTH
00pa3zoBaHwusl.

Crioco0eH B OJTHOM
obbeme
NPOCKTUPOBATH U
pemarb
UCCIIEIOBATEIbCKUE
3a/1a4u B NIPEIMETHOMN
obnactu B
COOTBETCTBUH C
npoduiIeM U YpOBHEM
oOyueHus U B
obnacTu
o0Opa3oBaHwUs.

[1K-14 CnocobeH ycTaHaBIUBAaTh COJEPKATEIbHbBIE, METOI0JIOTMUECKUE U MUPOBO33PEHUYECKUE
CBS3M MpeAMETHOM o0nacTh (B COOTBETCTBUU C MpoduieM U ypoBHEM OOydYeHHs) CO

CMC)KHBIMMHAYYHBIMU 00acTIMHU

[1K-14.3 ®opmupyer

CCTCCTBCHHOHAYYHOT'O LIUKJIA.

MCKIAUCHUIIIIMHAPHDBIC

CBA3HU

nH(pOpPMATHKH

C npeaMCcTaMu

He cniocoben

B uenom YCIICUIHO, HO

B nenom yCIICUIHO, HO

CroocoO€eH B ITIOJTHOM

(popmuposath OeccucTeMHO C OTJECIBLHBIMHA o0BeME
MEXIUCIUIUTMHAPHBIE bopmupyeT HEI0UEeTaMK ¢dbopmupoBaTh
CBA3U I/IH(i)OpMaTI/IKI/I C | MeXXAUCIMIITIMHAPHBIC Q)OpMpreT MCKIAUCHTUIIIIMHAPHBI

nperMeTaMu CBSI3M HH(POPMATUKH C | MeKUCIUTUTHHAPHBIE C CBA3H
C€CTCCTBCHHOHAYYHOT' O npeaMeTamMmu CBSI3U I/IH(l)OpMaTI/IKI/I C I/IH(i)OpMaTI/IKI/I C

OuKia. €CTCCTBCHHOHAYYHOT'O peaMeTaMu npeaAMETamMmnu
UK. ecTecTBEeHHOHayuHoro | CCTCCTBCHHOHAYIHOT
K. O IIUKJIA.
YpoBeHb IlIxana oneHUBaHMs 1JIs IIPOMEKYTOYHOM [Ixana
c(OpMHPOBAHHOCTH aTTecTaluu OILICHUBA
KOMIICTCHIINU JKx3aMeH 3auer HUA 110
(muddepentupoBaHHBIHI BPC
3a4er)
[ToBbIIIEHHBIH 5 (oTIIMYHO) 3a4TEHO 90 - 100%
bazoBsrit 4 (xoporo) 3a4TEHO 76 — 89%
[Toporossiii 3 (Y1OBIIETBOPUTEIHHO) 3a4TE€HO 60 — 75%
Hwxe moporosoro 2 (HeyIOBIIETBOPUTEIHHO) |HE3aYTEHO Hwmxe 60%

8.3 Bomnpockl NIpoMeKyTOYHOMH aTTeCTAUM



HessiThlii cemectp (3auer, [IK-11.1, TIK-11.2, 1K -14.3)

1. Chopmynupyiite ompeneieHHue 3amuThl HHPOPMAIMH, YKaKUTE OCHOBHBIC ACIICKTHI
3amuThl MHQOPMALIUK U OOOCHYITE UX IENIECO00Pa3HOCTD.

2. OxapaktepusylTe CTPYKTYpY 3aKoHoAaTelbcTBa PO B 001acTH 3auThl HHPOPMAIIHH.

3. Ilepeuncnure HOPMATUBHO-IIPABOBBIC JOKYMEHTHI, OPUCHTUPOBAHHBIC HAa OOECIICYCHHE
uH(popMalnoHHON Oe3omnacHocTu B Poccuu. OxapakTepusyiTe Marepuaibl, MpPEiCTaBICHHBIE B
ATUX JOKYMEHTaX.

4. JlaliTe omnpeleneHUe TOCYJapCTBEHHOM TaiiHbl. [lepedncnuTe OCHOBHBIE CTaThbU B
®enepaibHOM 3aKOHE O FOCY1apCTBEHHOM TaiiHe.

5. JlaiiTe onpeneneHue NOHATUSM «aBTOPCKOE IIPaBO» U «KOMMEpUECKas TailHay. Y KaKuTe
UX OTJIMYHUTENbHbIE OCOOCHHOCTH. OXxapakTepusyilTe CIocoObl 3alIMThl aBTOPCKHX MPaB |
KOMMEPYECKOU TAHBI.

6. Ilepeuncnure Buabl KoH(pUACHUMANbHOW uWHPopMauuu. [lpuBenuTe mnpUMEpHI
KOH(UICHIIMATBHOM HH(OPMALIUY U YKAKUTE CIIOCOOBI €€ 3alUThI.

7. IlepeuncnuTe HOPMATHUBHO-TIPABOBBIE AaKThl, peTIAMEHTHPYIOIIUME OOpameHne C
NEPCOHAIBHBIMU  JaHHbIMH. [IpuBeauTe TmpUMepbl BHYTPEHHMX HOPMATHBHBIX AaKTOB Ha
OPEANPUSITHH O IEPCOHATIBHBIX JIAHHBIX.

8. Packpoiite mnonaTtue «uHpOpMaIMOHHAs Oe3omacHocTh». IlpuBenuTe mNpHUMEPHI
HapymeHus HHPOPMAIIMOHHOHN 0€301MacCHOCTH Ha TPEATIPHUSITHH.

9. Jlaiite mOHATHE MOJIUTHKU HH(POpPMAMOHHONW Oe3omacHOCTH. ONUIIUTE CHOCOObI
OpraHu3aly MOJIUTUKHU HH(POPMALIMOHHON O€30MMacCHOCTH Ha IPEIIPUSITUH.

10. Pacckaxxute O TPOrpaMMHBIX CpPEACTBAX, HCIONB3YEMbIX JMJIi OpraHHU3allH
nH(OPMAITMOHHOK 0€30MacCHOCTH TpH PaboTe Ha KOMIIBIOTEPE.

11. Pacckaxxute O TPOrpaMMHBIX CpEACTBAaX, HCIONb3YEeMbIX I OpraHHU3aI|H
WH(OPMAIMOHHON 0€301TaCHOCTH IIPH PaboTe B KOMITBIOTEPHOM CETH.

12. OxapakTtepusyiTe anmapaTHble CpelacTBa 3amuThl uHpopManuu. Jlaikte wux
kinaccupukanuu. IlpuBemuTe TpUMEpHl aNapaTHBIX CPEJACTB  3aIIUThl  HHpOpManWu B
KOMIIBIOTEPHOU CETH MPEATPUSATHSI.

13. PackpoiiTe OCHOBHBIC HANpaBJICHUS OpPraHU3AlMK HH()OPMAIMOHHON OE30MaCHOCTH.
Chopmynupyiite pekoMeHIaNUU U OpraHu3aluu MH(GOpMaIMOHHONW 0€30MMacHOCTH MpU padboTe
Ha KOMIBIOTEPE AJI1 COTPYIHUKOB MIPEITPUITHSL.

14. PackpoiiTe OCHOBHBIE HAMpaBICHHUS OpPraHM3alUU WH(DOPMALMOHHONW 0E30MacHOCTH B
KOMIBbIOTepHONH cetu mnpennpuatud. ChopmyaupyiiTe pekoMeHAaluu Uil OpraHu3aluu
UHPOPMALIMOHHOM Oe30macHOCTH MNpU paboTe Ha CETEeBOM KOMIIBIOTEpE JUIsl COTPYAHHUKOB
MPEATPUSITHS.

15. IlpuBeaute crocoObl HECAHKLIIMOHUPOBAHHOTO MPOHUKHOBEHHSI HA CETEBON KOMITBIOTED
MPEANPUSITHS U PACCKAKHUTE O MYTSIX MPOTUBOJACUCTBUS TPOHUKHOBEHUIO.

16. Packpoiite moHsiTue «MHGOPMAIIMOHHAS YIpo3ay € MO3UIMH MPOoOJIeMbl 00eCTIeueHUs
nH(GOPMAIIMOHHON 0e30MacHOCTH Ha mpeAnpusTuu. OxapakTepusyiTe BUABI yrpo3, MPUBEIUTE
MIPUMEPBHI.

17. PackpoiiTe CcyTb HOPMATHBHO-IIPABOBOIO AacleKTa 3alUThl HHPOpPMAIMH Ha
MPEANPUITHH.

18. PackpoiiTe aaMUHUCTPAaTUBHBIE BOMPOCHI, PErJIAMEHTUPYIOUIUE JAESITEIbHOCTD
MPENPUATHS 110 OPTaHK3aluK HH(OPMALMOHHON OE€30MaCHOCTH.

19. PackpoiiTe mpaBoBbl€ BOIPOCHI, PETJIAMEHTUPYIOIIUE AEATEIBHOCTh MPEANPUATHS TIO
OpraHu3ani HHPOPMaIIMOHHONW O€30MacHOCTH.

20. OxapakTepu3yiUTe OpraHU3alMOHHBIE MEPBI 3alIUTHl MHPOPMAIMU HA MPEANPUATHH.
O06ocHYlTEe OCHOBHBIE MEPOIIPHUATHS IO 0OeCTIedeHUI0 HHPOPMAITMOHHOM 0€30MMaCHOCTH.

21. OxapakTtepu3yiTe TEXHOJOTHYECKHE Mepbl HH()OpPMAIMOHHONW O0e30MacHOCTH Ha
npennpustTui. O00CHyHTe KIIaCCU(PHUKALIMIO CPEICTB TEXHOIOIMUECKOH 3aIUThl HHPOPMAaIIIH.

22. OnummTe TEXHOJOTHIO (YHKIIMOHUPOBaHUS OpaHAMAay’poB. PackpoiiTe TEeXHOJIOTHIO
HACTPOIKK OpaHAMay’pa Ha MpUMepe KOHKPETHOTO MPHIIOKEHHUS.



23. PacckaxuTe O MPOAKTHUBHBIX CHCTEMax 3alluThl KoMmmbloTepa. [IpuBemaure mpumeps
IIpOrpaMM JaHHOTO KJjlacca.

24. PackpoiiTe noHATHE «ceTeBOW araku». [lpuBeaure npuMepbl CETEBBIX aTak Ha
KOPIIOPATUBHYIO CETh. Y KQKUTE MYTH MPOTHUBOJICHCTBUS CETEBBIM aTaKaM.

25. PacckaxxuTe O CHCTeMax OTpPaK€HHUs CeTeBbIX arak. ONUIINTE WX BHJbI, MPHUHLUIIBI
(GyHKIIMOHUPOBAHHUS.

26. Onummurte npuHUMINBL opranu3amuu DoS- u DoSS-atak. Pacckaxure o cmocobax
OOpBOBI C TAHHBIM BUI0OM HH(GOPMAIIMOHHON yIPO3BI.

27. Onumurte npuHOUIB opranu3anuu DoS- m DoSS-atak. Pacckaxute 00 00JagyHBIX
TEXHOJIOTHSX Kak crioco0e 60pbObI ¢ JaHHBIM BUJIOM HH()OPMALIMOHHON yrPO3HI.

28. PacckaxxuTe O CHCTeMax OTpaK€HHUs CeTeBbIX arak. ONUIINTE WX BHIbI, MPHUHLUIIBI
(GYHKIIMOHUPOBAHHUS.

Hecsitolii cemectp (3aver, IK-11.1, IIK-11.2, 1K -14.3)

1. PackpoiiTe moHsiTHE «MH()OPMAIIMOHHAS Yrpo3a» C MO3HWIMH TPOOJIeMbl 00eCreUeHHUS
UHGOPMALIMOHHOM Oe30macHOCTH Ha mpeanpusaThud. OXapakTepu3yWTe BHUAbI YIpo3, NpPHUBEIUTE
IPUMEPBHL.

2. PackpoiiTe cyTb HOPMaTHBHO-TIPAaBOBOIO AacleKTa 3aluThl HMH(OpMamuu Ha
HPEIIPUATHH.

3. PackpoiiTe agMHHHUCTPAaTUBHBIE BOIPOCHI, PEIVIAMEHTUPYIOUIME JAEATEIbHOCTh
OPEINPUSATHS [0 OPraHU3aluu HHHOPMAIIMOHHON 0€30aCHOCTH.

4. PackpoiiTe npaBOBble BOIPOCHI, PErIAMEHTHPYIOLIUE JEATEIbHOCTh NMPEANPHUITUS IO
OpraHu3aly HHGOpMaIMOHHON 0€30MacHOCTH.

5. PackpoiiTe OCHOBHBIE HaIlpaBJIEHHs OpraHuW3alUd HH(POpPMALMOHHOW O€30IacHOCTH.
Chopmynupyiite pekoMeHIalUK Ul OpraHu3aluu MH(GOpMaMoHHONW 0€301MacHOCTH MpU padboTe
Ha KOMIBIOTEPE AJI1 COTPYIHUKOB IIPEITIPUITHSL.

6. PackpoiiTe OCHOBHbIE HalpaBlIeHUS OpraHu3aluy HH()OPMAIMOHHOW 0e30macHOCTH B
KOMIIBIOTepHON cetn mpeanpusitusa. ChopmynupyidTe peKOMEHIAIMHM Ui OpTaHU3aI|H
MHPOPMALIMOHHOM Oe30macHOCTH MNpu paboTe Ha CETEeBOM KOMIIBIOTEpE JUIsl COTPYAHHUKOB
HPEIITPUSITHSL.

7. JlalitTe moOHATHE NONUTUKU HHGOPMAIMOHHON Oe3omacHocTH. OnuImMTe CrocoOb!
OpraHu3aly MOJIUTUKHU HH(POPMALIMOHHON 0€30MacHOCTH Ha MPENNPUATHH

8. IIpuBenute crocoObl HECAHKIIMOHUPOBAHHOI'O MPOHUKHOBEHUS HA CETEBOM KOMIBIOTEP
HPENIPUATHS U PACCKaXKUTE O MYTSIX TPOTUBOAECUCTBUS TPOHUKHOBEHHUIO.

9. OxapakTepu3syiiTe OpraHM3allMOHHBIE MEpHl 3alIUTHl MHPOPMALUU HA HPEANPUATHH.
O06ocHyliTe OCHOBHBIE MEPOIIPHUSATHUS IO OOECIIEYEHUI0 NHPOPMAITMOHHOM 0€30MMaCHOCTH.

10. OxapakrepusyiiTe TEXHOJIOTHYECKHEe Mepbl HHGPOPMALMOHHOM Oe30macHOCTH Ha
npennpusTii. O00CHyHTE KIIaCCU(PHUKALIMIO CPEICTB TEXHOIOIMUECKOH 3aIUThl HH(POPMAaIIUH.

11. PacckaxxuTe O TNPOrpaMMHBIX CpPEICTBAX, HCHOIb3YyEeMbIX Ui OpraHu3aluu
nH(pOpMaIMOHHOM 0€30MaCHOCTH TP pabOTe Ha KOMITBIOTEPE.

12. PacckaxxuTe O TNPOTrPaMMHBIX CpPEICTBAX, HCIOJIb3YeMbIX JJIs OpraHHU3aluu
nH(pOpMaIMOHHOM 0€30MMacCHOCTH TIPH pabOTe B KOMIIBIOTEPHOMN CETH.

13. OxapakTepusyiTe ammapaTHble cpeacTBa 3alluTel uHpopMmauuu. [laiite wux
knaccupukanuu. IlpuBenuTe mnpuMepsl ammapaTHbIX CPEACTB  3alllUThl  MH(QOpMalUH B
KOMIIBIOTEPHOM CETH NMPEATIPUATHS.

14. PackpoiiTe NOHSTHE «KOMIIBIOTEPHBIM BUpYyC». OnummMTe BUABI KOMIBIOTEPHBIX
BUPYCOB, YKQXHUTE CIIOCOOBI UX TPOHUKHOBEHUS Ha KOMITBIOTED.

15. OnumuTe TEXHOJOTHIO (PYHKIMOHHPOBAHUS AHTUBHPYCHBIX NPOTPAMMHBIX CPEJICTB.
PackpoiiTe TeXHOIOTHI0 HACTPOMKYU aHTUBHMPYCA HA IPUMEPE KOHKPETHOTO NMPUIIOKEHHUS.

16. PackpoiiTe TEXHOJIOTHIO AHTUBUPYCHOM 3aIIUTHI CETEBOTO KOMITHIOTEPA.

17. Jlaiite moHATHEe KpUNTOrpaguu Kak HaydHOH o00jacTu, CBA3aHHOW C MM(poBaHHEM
naHHbIX. [IpuBeanTe mpuMepsl HUPPOB.



18. Omummre mporpamMMHble cpencTBa IMdpoBaHus AaHHBIX. OOBSCHUTE TEXHOJOTHIO
mu(poBaHUs HA IPUMEPE KOHKPETHOTO MPUIIOKEHUS.

19. Omnummre cnocoObl mMHU(PpPOBaHUSA NAaHHBIX. PacKpoiiTe TEXHONOTHIO MU(PPOBAHHS HA
IPUMEpPE OJHOIO U3 CIIOCOOO0B.

20. OnumuTe Ha TpUMEpe KOHKPETHOTO MPHIIOKEHHUS TEXHOJOTHIO (DYHKIMOHHPOBAHUS
IPOTrPaMMHBIX CPE/ICTB, UCIIOJB3YIOIUXCS U1 CO3/IaHMsI U XpaHEHUs MapoJei.

21. PackpoiiTe CyIHOCTh MOTSHIIMATBLHO OMACHBIX Mporpamm. Omumute crnocoObl 60pHObI ¢
HUMH.

22. PacckaXuTe O CHUCTEMax KOHTPOJS LeNOoCTHOCTU. [IpuBemute mpumepsl Mporpamm
JAHHOTO KJ1acca

23. Pacckaxurte 0 craMme Kak He 3aTtpeboBanHHON MHTepHEeT-pekiname. [IpuBenure criocoOb
060pBOBI CO CrTaMOM.

24. PacckaxuTe O MporpaMMmax OrpaHHYeHHUs goctyna B HWHTEpHET W (QUIbTpalUH
MH(POPMALIMOHHBIX PECYPCOB.

25. OnumuTe colMaIbHbIe CeTH KaK MHCTPYMEHT cOopa HH(OpMaIiu o 1mojib30BaTele.

26. [laiite noHaTue xakuHra. IlpuBeaure xapakTepuCcTUKY XaKkepy Kak JIHMILY, IbITAOIEMYCs
HE3aKOHHO 3aBJIaIeTh KOH(PHUICHINATBHON HH(pOpMAaLIneH.

27. PackpoliTe cyTh colnanbHOM nHxeHepun. ONuImTe ee MEeTOAbI.

28. PackpoiiTe CyIIHOCTH 3JIEKTPOHHON Hamu4HOCTH. [IpuBennTe mpuMepsl BO3MOXKHOMN
HOTEPHU AIIEKTPOHHBIX JICHET [P COBEPIIEHUU IaTexel B cetu MHTepHeT.

29. IlpuBenure npuMepsl MoIIeHHWYecTBa B ceTd WHTepHeT. Packpoiite cnocoOsr
IPOTUBOAEHCTBUS VIHTEpHET-MOILIEHHUKAM.

30. PackpoiiTe nienu u 3a7a4 kpunrorpadguu kak HaydHou obnactu. [lepeuncinre OCHOBHBIE
HalpaBJICHUS HCII0JIb30BaHUs KPUNITOTpapUUECKUX METOAOB /I 3allUThl HH()OPMAIUH.

31. OxapakTepusyiiTe COBpPEMEHHbIE KpUNTOCUCTEMBL. [IpomeMoHCcTpHpyiiTE MOIENH
CUMMETPUYHBIX U aCUMMETPUYHBIX KpuntocucteM. [IpuBeanre npumepsi.

32. Oxapakrepu3yiTe MpPOrpaMMHBIE CpEICTBA IH(PPOBaHUS JaHHBIX. PackpoiTe
TEXHOJIOTUIO IU(POBAHUS HA IPUMEPE KOHKPETHOTO MPHIIOKEHHUSL.

33. Packpoiite cyTtb uneHTH(GUKANNSA U ayTeHTH(GUKAIMSA IPU BX0Jle B MH(OPMAIIHOHHYIO
cucremy npeanpusatus. ChopmMyaupyinTe peKOMEHAALUHU 10 UCHOJIb30BAHUIO MAPOJIBHBIX CXEM B
KOMITBIOTEPHBIX CETSIX MPEANPHUATHS. Y KQKUTE HEJOCTATKH MAPOJILHBIX CXEM.

34. Packpoiite cyTb 371eKTpoHHOW mMdpoBoil moamucu. OxapakTepusyiTe NpPaBOBOM U
TEXHUYEeCKHH acmeKThl. CopMynmupyiTe pEeKOMEHIANWW I HWCIIOJNB30BaHUS DIEKTPOHHOM
UGPOBON MOIMUCH.

35. Oxapakrepu3yliTe TpOrpaMMHBIC CpEJICTBA OTrpaHUYCHHS JocTyna B HHTepHeT,
¢mibTpanun MH(GOPMAMOHHBIX pecypcoB. Ha mpumepe OAHOrO NPHIOXKEHHsS PAacKpoWTe ero
(GyHKIIMOHATBHBIE BOBMOKHOCTH TI0 OTpaHUYEHHIO JTocTyma B IHTEepHeT.

8.4 MeTtoanyeckue MaTepualbl, ONpeaejsiiole MPoueIypbl OLEHUBAHUS 3HAHMIA,
YMeHHii, HABBIKOB M (MJ1M) ONBITA J1eSITeJbHOCTH, XapaKTePU3YIOLIUX 3Tanbl opMUpoBaHUSI
KOMIIeTeHI Ui

[IpomexyTouHas aTTecTanus NpoBoAUTCS B (hopMe 3adera.

3aueT Mo3BOJISIET OLEHUTh CPOPMUPOBAHHOCTH KOMIIETEHIINM, TEOPETUUECKYIO MOJATOTOBKY
CTYAEHTa, €ro CIOCOOHOCTh K TBOPYECKOMY MBIIUICHHIO, TOTOBHOCTh K MPAKTHYECKOH
NeSITeIbHOCTH, NPUOOPETEHHbIE HABBIKM CAMOCTOSATENBHOM paldoThl, yMEHHE CHHTE3MPOBAThH
MOJIy4YEeHHBIE 3HAHUS U IPUMEHATH UX MPH PEIICHUH MPAKTUYECKHUX 3a/1a4.

WToroBas olieHKa BBICTABIISIETCA C y4€TOM HaOpaHHOM CyMMBI OaJljioB.

VY CTHBIN OTBET Ha 3a4eTe

i oueHKH c(OpMHPOBAHHOCTH KOMIIETEHIIMU IOCPEICTBOM YCTHOIO OTBETA CTYACHTY
OpeJBapuUTeNIbHO  TpeAjiaraeTcs  NepedeHb  BONPOCOB  WIM  KOMIUIEKCHBIX  3aJaHui,
IpEeroiaraloliuX yMEHHE OPUEHTHpPOBAaThCs B MpoliieMe, 3HaHHWE TEOPEeTHYECKOro MmarepHala,
YMEHUS IPUMEHSTD €0 B IPAKTHUECKONW MPOPECCHOHATBLHOM 1eATEIbHOCTH, BIIaICHUE HaBbIKaMH U



MIPHEMaMH BBITIOJTHEHUS MPAKTHYSCKUX 3a/TaHUH.

[Ipu onieHKE TOCTHIKEHHUI CTYACHTOB HEOOX0IUMO oOpariaTh 0co000€ BHUMaHUE Ha:

— YCBOGHHE IMPOrPaMMHOI0 MaTepraa,

— YMEHHE U3JIaraTh IPOrpaMMHBIA MaTepral HAYIHBIM S3BIKOM;

— YMEHUE CBSI3BIBATH TCOPHIO C MPAKTUKOM;

— YMEHHUE OTBEeUYaTh Ha BHJIOM3MEHEHHOE 3a/IaHUE;

— BJIAJICHUC HAaBBIKAMHU IIOHMCKA, CUCTEMATH3allMi HEOOXOIUMBIX MCTOYHHKOB JIUTEPATYPHI
0 M3y4aeMoi podiiemMe;

— yMeHHe 000CHOBBIBATh MPUHATHIC PEIICHUS;

— BJIaJICHUE HABBIKAMH U IPHEMAMHU BBITIOTHEHUS MPAKTUYSCKUX 3a/IaHUN;

— YMEHHUE TOJKPEIUIATh OTBET WJUTFOCTPATUBHBIM MaTepHaioM. TecThl

[Ipu ompeneneHur YpOBHS IOCTUKCHHHA CTYIEHTOB C IOMOIIBIO TECTOBOTO KOHTPOJIS
HeoOXoauMO oOpamath 0co00e BHUMaHKE Ha CIIEAYOIIee:

— OLIEHWBAETCS TOJHOCTHIO NMPABUJIbHBINA OTBET;

— Mperno/iaBaTesieM J0JKHa ObITh ONpe/IeIcHa MaKCUMaJIbHas OLICHKA 32 TECT, BKIFOYAFOIINN
OTIpe/ICIEHHOE KOJMYECTBO BOIPOCOB;

— TIPEMo/IaBaTeIeM MOXKET OBITh OTIPE/IeIICHa MaKCUMaJTbHASI OIICHKA 33 OJIMH BOTIPOC TECTA;

— IO BOMPOCaM, NPETyCMATPUBAIONINM MHOXECTBEHHBIN BBIOOD IMPABUIBHBIX OTBETOB,
OIICHKA OIPEICISACTCS UCXO0/Is U3 MAKCHUMAaIbHOW OIICHKH 3a OJTMH BOIIPOC TECTA.

9. IlepeuyeHb OCHOBHOI 1 10NOJTHUTEILHOI YueOHOIi JTUTEpaTypPhI
OcHoBHas iMTEparypa

1 Apremos, A. B. Uudopmarnmonnast 6e30macHOCTb [ DIEKTPOHHBIN pecypc] : Kypc JeKIuit
/ A.B. ApremoB ; MexpernonanpHas Akagemusi 0e30macHOCTH U BebkuBanus. — Open : MABUB,
2014. — 257 c. — Pexxum nmocryma : http://biblioclub.ru/index.php?page=book&id=428605. — Tekcr :
3JIEKTPOHHBIMN.

2. T'onukxoB, A. M. 3ammra uHpopmanui B HHHOKOMMYHUKAIIMOHHBIX CUCTEMaX M CETIX
[DnexTpoHHBIN pecypc] : yuebHoe mocobme / A. M. I'onwkoB ; MUHUCTEPCTBO 00pa3oBaHUs U
Hayku Poccuiickoit @enepanuu, Tomckuit 'ocynapcrBennbliil Yausepcuter Cuctem YnpaBieHUs U
Pagnosnextponuku (TYCVYP). — Tomck : ToMckuii rocyaapCTBEHHBIH YHHUBEPCHUTET CHCTEM
yhnpaBieHuss W paauolnektponuku, 2015, — 284 c¢. — Pexum  jgocryna
http://biblioclub.ru/index.php?page=book&id=480637. — TekcT : 3EKTPOHHBIH.

3. MbiiBonn, D. be3omacHocTh ceteit [DnekTpoHHBIH pecypc] / D. MbyitBona. — 2-e u3fm.,
ucnp. M.: Hammonaneubiii OTkpbiTelil YHHBepcuTeT «MHTYUT», 2016. — 572 c¢. — Pexum
nocryma : //biblioclub.ru/index.php?page=book&id=429035. — TekcT : 3IeKTPOHHBIH.

JlonoiHUTEILHAS JIUTEpPaTypa

1 AsgommwuH, C.M. Texuonorun u npoaykTel  Microsoft B obecrneueHun
uHpopMannoHHoi 6e3onmacHoctu: Kypc / C.M. AgommH, A.A. CasenbeBa, B.A. Cepamwoxk ;
Hanumonanenpiit OtkpbiTeiid YHuBepcuteT «MHTYUT». — MockBa : HHTepHeT-YHHUBepcUTET
Unpopmannonnsix Texnomornit (MHTYUT), 2010. — 384 c. — Pexum pgocrymna:
http://biblioclub.ru/index.php?page=book&id=233684). — TekcT : 3AEKTPOHHBIIA.

2. CargeeB, K. M. ®usuveckrie OCHOBBI 3alIUTHl HHPOpPMAIUHU [DIEKTPOHHBIA pecypc] :
yuebHoenocobue / K. M. Carzees, B. U. Ilerpenko, A. ®. Yunura ; MUHUCTEPCTBO 00pa3oBaHUs U
Hayku Poccuiickoit ®@enepannu, PenepaibHOe TOCYJapCTBEHHOE aBTOHOMHOE 00pa30BaTeNbHOE
yapexJeHue BBICIIETO mpodeccrnoHanbHOro obOpazoBanus «CeBepo-KaBkasckuii denepanbHbIi
yauBepcute™». — CraBpomons : CK®Y, 2015, — 394 c¢. - Pexum Jgocryna:
http://biblioclub.ru/index.php?page=book&id=458285. — TekcT : 371eKTPOHHBIH.

3. Texuomoruum 3amuThl HHGOPMAIIMN B KOMITBIOTEPHBIX CETSAX [DIEKTpOHHBINH pecypc] /
H. A. Pynenkos, A. B. Ilpomerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u3M., UcIp. —


http://biblioclub.ru/index.php?page=book&amp%3Bid=428605
http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=233684)
http://biblioclub.ru/index.php?page=book&id=458285

MockBa : Hamwmonanenbiii OtkpeiTeiii YHuBepcuter «MHTYUT», 2016. — 369 c. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=428820. — TekcT : 3JIeKTPOHHBIH.

10. ITepeyenn pecypcoB HHGPOPMANIMOHHO-TEJIEKOMMYHUKANMOHHOM ceTH « AHTEepHET»
1. http://all-ib.ru — MapopmarmonHas 6e3onacHoCTh. 3amura HHGOPMALUH

2. http://www.securrity.ru  — SecuRRity.Ru — «Hudopmarmonsass 0e30MaCHOCTb
KOMIIBIOTEPHBIX CHCTEM M 3aIIUTa KOHPHUICHIMATBHBIX JaHHBIX

3. http://www.securitylab.ru — Security Lab by Positive Technologies

11. MeTroguyeckue yka3aHusi 00y4arUMMCs 110 OCBOCHHMIO JAUCHMILIMHBI (MOXLYJIs)

[Tpu ocBoeHMHU MaTepuana AUCHUIUINHBI HEOOXOJMMO:

— CIUIAaHUPOBATh U PAaCHpPEAEIUTh BpeMs, HEOOX0IUMOe [T U3y4eHUs! AUCHUIUINHBL;

— KOHKPETHU3UPOBaTh JUIsl ce0s IUIaH U3y4YEHUsl MaTepuana;

— O03HAaKOMMUTBCS ¢ 00BEMOM U XapaKTEepOM BHEAYIAUTOPHON CaMOCTOATEIbHOM paboThl s
IIOJIHOLICHHOI'O OCBOCHU A Ka)I(I[OfI U3 TEM JUCHUILIIMHBI.

CueHnapuii u3ydeHus Kypca:

— IpopaboTaiiTe KaX Iyl TEMY 110 MpeAIaraéMoMy HUXKe alrOpUTMY 1eHCTBHI;

— H3Y4UB BECh MaTepHall, BHIIIOJIHUTE UTOTOBBIN TECT, KOTOPBIM IPOAEMOHCTPUPYET
FOTOBHOCTB K CAA4€ 3a4eTa.

Anroput™ paboThl HaJl K10 TEMOI:

— H3Y4YUTE COJEpKaHUe TEMbl BHaUaJe 10 TEOPETUUECKOMY MaTepHaly, a 3aTeM MOJIPYTUM
HUCTOYHHUKAM,

— IPOYUTAKTE TOMOIHUTEIbHYIO JIUTEPATypy U3 CIMCKA, IPEI0KEHHOT O IIPEIo/1aBaTeleM;

— COCTaBbTE KpaTKUH IJIaH OTBETA 10 Ka)KA0MY BOIIPOCY, BBIHOCUMOMY Ha 00CYXJIeHHE Ha
3QHATUH;

— BBIYYUTE OINPEAEICHUS TEPMUHOB, OTHOCSALINXCS K TEME;

— MpojayMaiiTe NpUMephl U WILTIOCTPALMU K OTBETY 110 U3Y4aeMOil TeMe;

— TPOJyMBIBANTE BHICKA3bIBAHUS 110 TEMaM, MIPEII0KEHHBIM K JaOOPaTOPHOMY 3aHATHUIO.
PexomeHnamum no pabore ¢ IUTEPATYpOil:

— O03HAKOMBTECH C aHHOTAIMSMH K PEKOMEH0BAHHOM JINTEpAType U ONPEIETUTEOCHOBHOM
METO/]I U3JI0KEHUSI MaTepuaa Toro Uiy HHOrO UCTOYHHKA;

— BBIOEpUTE T€ UCTOYHHUKH, KOTOPbIE HanboJee MOAXOAAT AJIs U3YUYEHUS KOHKPETHOU TEMBI.

12 TlepeueHb MHGPOPMANMOHHBIX TEXHOJIOT Wit

Peanuzamust yaeOHOM mporpaMMbl  00€CIIEUMBAETCS JOCTYIOM KaXJOTO CTYyJIEeHTa K
MH(OPMALIMOHHBIM pecypcaM — JIEKTpPOHHOU Oubiamoreke u ceteBbIM pecypcam Wnrtepner. Jlns
ucnionb3oBanuss UMKT B y4eOHOM mpoliecce HCHOIB3YeTCs NpOTrpaMMHOE obecredeHue,
MO3BOJIAIONIEE OCYILECTBISATh IOMCK, XpaHEHHe, CHUCTEeMATH3allhio, aHalu3 M IPE3eHTAIUI0
UHpOpMaLUK, SKCIOPT MH(OpPMAIUK Ha IU(POBBIE HOCUTENIH, OPraHU3AIMI0 B3aUMOJCHCTBUS B
peabHOM M BUPTYaIbHON 00pa3oBaTeIbHOM Cpeie.

WupuBuayanbHble pe3yibTaThl OCBOSHMS JUCHUIUIMHBI CTYACHTAaMH (PUKCUPYIOTCS B
AIIEKTPOHHON MH(POPMAITMOHHO-00pa30BaTEIbHON Cpeie YHUBEPCUTETA.

121 TlepeyeHb mporpaMMHOro odecrnieyeHusi (0OOHOBJIEHHE TPOU3BOAMTCS IO Mepe
NOSIBJICHHSI HOBBIX BePCHii POIrPaMMbl)

1. 1C: Yuusepcurer [TPOD

2. Microsoft Windows 7 Pro

3. Microsoft Office Professional Plus 2010

122 TlepeyeHb MH(OPMALUOHHBIX CHPABOYHBIX cUCTeM (OOHOBJIEHME BBINOJIHSETCS
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e’KeHe1eJIbHO)

1 CopaBounas npaBoBas cuctema «Koncynbrantllmtoe» (http://www.consultant.ru)

2 Wudopmanuonno-npasosas cucrema «[TAPAHT» http://www.garant.ru)

2111lepedyeHnb coBpeMeHHbIX MPO¢ecCHOHATBHBIX 023 TaHHBIX

1. Ilpodeccuonanbhas 6a3a qaHHbIX «OTKPBITEIE AaHHBIE MUHHCTEpCTBA 00pa30BaHUS U
HaykuP®» (http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opendata)

2. DnektpoHHas OubmuoreuHas cuctema Znanium.com (http://znanium.com)

3. Enunoe okHO qocTyma Kk oOpaszoBareabHbiM pecypcam (http://window.edu.ru)

13. MaTepuajbHO-TeXHUYECKOe 00ecniedeHue THCHUIIMHBI (MO1YJ151)

Jnss  mpoBeAeHHs ~— AyAMTOPHBIX  3aHATHA  HEOOXOOUM  CTaHOApTHBIA  HaAbop
CHeLMaTU3UPOBAHHON y4eOHOW Mebenu M ydeOHOro oOOpyHOBaHMs, a TAKKE MYJbTUMEIUIHOEe
o0opyznoBaHuEe i1 JEMOHCTpAlMM Npe3eHTauui Ha jekuusax. Jlid npoBeneHus MpakTHYECKUX
3aHATHUH, a TaK)Ke OpraHU3alMd CaMOCTOSTEIbHOW paObOThl CTYIEHTOB HEOOXOIUM KOMIIBIOTEPHBII
KJace ¢ pabounMu MecTaMu, 00eCIeunBaIOIIMMU BBIXO/] B IHTEpHET.

WuauBuyanbHble pe3yibTaThl OCBOEHHS JTUCHMIUIMHBI (DUKCUPYIOTCS B 3JIEKTPOHHOM
MH(}OpPMaLlMOHHO-00pa30BaTEIbHON Cpe/ie YHUBEPCUTETA.

Peanuzamust yueOHOM mporpamMmbl  0OECIIEUMBACTCA JIOCTYIIOM KaXJAOro CTYIEHTa K
WH(POPMALIMOHHBIM pecypcaM — 3JIEeKTPOHHOH OnOiImoTeke W cereBbM pecypcam Wutepner. Jlms
ucnonb3oBanuss KT B yueGHOM mporecce HEOOXOIMMO HaJMyMe MPOrpaMMHOIO oOecredeHus,
MIO3BOJISIOIIETO OCYIIECTBIIATh MOUCK MHPOpPMauu B ceTH MHTEpHET, CHCTeMaTH3aIiIio, aHATIU3 |
IpEe3eHTalMI0 HH(POPMALUH, SKCITOPTUHGOPMALIUY Ha UPPOBBIE HOCUTENH.

VYyeOHast ayJUTOPHS JIJ1s IPOBEICHUS YUEOHBIX 3aHATHH.

VYyeOHast ayquTOpHs JUIsl IPOBEACHUS 3aHATUMN JIEKIIMOHHOTO THUIIA, 3aHATUN CEMHHAPCKOTO
TUIA, TPYNIOBBIX U WHAMBHUIYAIbHBIX KOHCYJIbTAlUH, TEKYILEro KOHTPOJIS M NPOMEKYTOUHOH
aTTEeCTaLlUU.

JIaGoparopusi BBIYUCIUTEIbHON TEXHUKU.

[Tomenienue ocHalieHO 000PYAOBAHUEM U TEXHUUECKUMU cpesicTBaMu 00ydeHus. OCHOBHOE
o0opynoBaHue:

ABTOMAaTU3UPOBaHHOE paboyee MECTO B COCTaBe (CHCTEMHBIN OJIOK, MOHUTOp, KJIaBUATYpa,
MBIIb, TAPHUTYpPA, IPOEKTOP, UHTEPAKTUBHAS J10CKa), MArHUTHO-MapKepHast 10CKa.

JlabopaTopHoe 00OpyIOBaHME: aBTOMATU3WPOBAaHHOE pabodee MeCTO (KOMIBIOTEPHI —
24 ir.).

VY4eOHo-HarIgIHbIe TOCOOUS:

[IpesenTanumu.


http://открытые-данные.минобрнауки.рф/opendata)
http://window.edu.ru/

